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Public sector organisations worldwide are under
increasing pressure to ensure that their technology
infrastructures work to deliver safe and secure
environments for citizens. The Paris Call, which is
in favour of the development of common principles
for improving the security of cyberspace, has
already received the backing of over 500 supporters
– including Microsoft. In the pages that follow we
discover what it’s all about.
Also in this issue, we provide a roundup of the recent
Smart City Expo World Congress and outline how
Microsoft is working with partners to empower cities
to unlock their potential.
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Ensuring
the

security of

cyberspace

Facing intense scrutiny, limited budgets and increased regulatory burden, public sector
organisations can feel like they are fighting a losing battle when it comes to tackling cybersecurity.
The solution may lie in uniting governments, private organisations and the public
B Y E L LY YAT E S - R O B E R T S

D

igitisation has made the internet central
to almost every aspect of our lives – and
has fundamentally transformed the way
we work and play. However, the growing threat
of cyberattackers is hard to ignore. They choose
to abuse the anonymity granted by the internet,
its accessibility and the instant interactions that
many of us use for good. This abuse of power has
the potential to drastically affect critical governmental infrastructures, the daily functioning of
public services and the rights of citizens.
According to Henri Verdier, the French
Ambassador for Digital Affairs, the public sector
is experiencing increasing pressures to ensure
that its technology infrastructures are working
to deliver safe and secure environments for citizens as a result. “Although the digital age has
brought new economic opportunities and major
social transformations, cyberattacks are threatening critical infrastructures with increasing
frequency and sophistication,” he said. “The digital space is a place of conflict and governments
must consider its relentless evolution in order to
implement measures that maintain a sufficient
level of safety and security.”
There are two major challenges that governments
face regarding cybersecurity. “Firstly, cyberspace
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is the meeting place for a wide range of actors, of
different nature and from different backgrounds,”
said Verdier. “Goverments bear a key role in ensuring safety and security, however it is necessary to
involve other stakeholders, since private actors for
instance have specific responsibilities.”
The second challenge is that the ‘rules’ or ‘norms’
pertaining to the way users of cyberspace behave
are not set in stone and as such are not always
recognised or respected. It is therefore necessary
to promote the existing rules and ensure their
implementation.
“These challenges are part of the reason why
President Macron launched The Paris Call on
12 November 2018,” said Verdier. “States cannot
necessarily ensure the security of the digital space
alone and therefore private actors, the academic
world and non-governmental organisations also
have a crucial role to play.”
The Paris Call for Trust and Security in
Cyberspace is an initiative federating governments, businesses and the civil society, in order to
increase trust, security and stability in cyberspace
by promoting common principles.
“The Call, which is now backed by more than
500 supporters, including 65 states, 344 private
sector entities and 138 international and civil
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society organisations, filled a gap by uniting many
bodies,” said Verdier. “It aims to enable greater
safety and security by ensuring that its supporters promote certain principles, such as respecting
international law and human rights in cyberspace
and strengthening the security of digital products
and services. Through this intiative, supporters commit to reinforce cooperation in order to
increase the general ability to prevent the most
significant attacks.”
“Online everybody is connected to one another
and responsible for their own actions,” said Verdier.
“The Paris Call was a wake-up call in this regard as
no one has ever tried to federate the full variety of
concerned stakeholders and hold each accountable. It constitutes an original form of global
governance, which allows all stakeholders to participate in the discussion around cybersecurity.”
Not only is this initiative aimed at increasing
security and safety for all, it also intends to benefit
its supporting organisations by giving them more
visibility and legitimacy to further progress in
global cyber-related work.
The Paris Call is now entering its operational
stage and is working on implementing these
principles. Alongside its member organisations,
The Call is promoting these messages. This
phase is also important in encouraging more
organisations to join the community. “The motivation behind this is that the greater the number

of entities that share this basis of understanding, the greater impact our actions will have in
cyberspace,” said Verdier.
Microsoft is among The Call’s supporters.
“Private organisations have an important responsibility in the digital world due to their widespread
presence and the many services they provide,” said
Verdier. “Large firms like Microsoft are an essential component of the Paris Call and are directly
concerned by many topics that it addresses, such
as the private sector’s responsibilities to strengthen
the security of digital products and services
throughout their supply chain and lifecycle.”
Microsoft and its partners which are members
of the Cybersecurity Tech Accord have a crucial
role to play in promoting and implementing the
initiative’s recommendations and creating proposals on how to effectively take them forward.
However, with digitisation becoming ever-more
prevalent, cybersecurity issues are not likely to
fade away any time soon. “Cybersecurity issues
will become even more important in the years
to come,” concludes Verdier. “In an increasingly digital age, governments must prioritise
addressing these issues head-on, through a
whole-of-government approach that collabo
rates closely with the relevant stakeholders. I’m
sure governments will continue to increase their
cyber-related budgets and refine their doctrines
to encompass all aspects of this issue.”
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Partner perspectives
We asked experts from Barracuda Networks and Episerver for their opinions on the
technological advances that are making the digital world a safer and more secure environment

Cybercrime is a real threat and
concern for every consumer.
Organisations need to work
with technology vendors who
take steps to protect their
customers’ personal data from
loss, misuse and unauthorised
and unlawful access. While
Episerver data indicates that 87%
of online shoppers are happy with
companies knowing more about
them, people also want to know
that their data will not be misused.
General Data Protection
Regulation is helping customers
control whether they give
companies their information. As
soon as there is unlawful use of data
or its accessibility to companies
ceases to add value to the customer
experience, consumers (business-tobusiness or business-to-consumer)
should lawfully have the right to be
forgotten so that a company can
never use their information again.

Nate Barad
Head of Product
Marketing at Episerver

Chris Hill
Regional vice president of
Public Cloud at Barracuda
Networks
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The public sector uses sensitive
data such as social security
numbers and birth certificates
in everyday transactions. This,
combined with the influx of
new data from digitisation,
has made it imperative for
government agencies to
secure and recover data in
case of a disruption or disaster.
Barracuda Backup is a
unified solution that protects
physical, virtual and cloud
environments. It can be
delivered as an all-in-one
back-up appliance, or as a
virtual appliance to leverage
existing infrastructures. The
solution, which performs
mission-critical server backups every 15 minutes, reduces
labour and operational costs
and safeguards all data during
a disaster.

VIEWPOINT

PHARMACEUTICAL

Making pharmaceutical
products safe
ANDREA RUOSI: AX FOR PHARMA

Human errors could have high costs in the pharmaceutical and healthcare
industries but AX for Pharma Dynamics 365’s Advanced Warehouse Management
capabilities make it easy to produce, store and ship safe drug products

C

linicians and patients alike trust pharmaceutical, life sciences and biotechnology
companies to provide the safe medications they need to manage short-term, chronic or
life-threatening conditions. But what if they get
it wrong? What if they accidentally use expired
ingredients or miscalculate the quantity of the
components they need to make a particular
drug? What if they incorrectly label a container
or lose a pallet of essential medications in the
distribution warehouse? What if they send the
wrong shipment to a pharmacy or hospital? At

best, patients would have to wait longer for their
prescription to be fulfilled correctly. At worst,
clinicians would be unable to prescribe patients
the drugs they urgently need to save their lives,
which could lead to fatalities.
Clearly, jeopardising an entire healthcare system
as a result of one or two minor human errors is not
an option. Consequently, pharmaceutical companies must have strict systems and secure processes
in place to ensure that they can accurately track
every individual drug product as it passes through
the supply chain – from the initial weighing and
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dispensing phase, to the manufacturing and final
distribution stages. An easy way to achieve this
is to implement AX for Pharma Dynamics 365
(D365), a Microsoft Dynamics 365-based modular solution that has been developed to fulfil all
the enterprise resource planning needs of pharmaceutical and life sciences companies.
Built as a commercial-off-the-shelf solution, AX
for Pharma D365 offers various modules that help
pharmaceutical companies to easily procure and
store ingredients, before accurately weighing and
dispensing them, and then manufacturing the
final drug products. The platform also guarantees
that all operational procedures and staff meet high
quality control standards, while complying with
current Good Manufacturing Practice (GMP)
regulations, US Food and Drug Administration
requirements and other guidelines.
One of AX for Pharma D365’s key modules is
the Advanced Warehouse Management (AWM),
which provides warehouse operators with mobile
access to real-time information about inventory
and the status, shelf-life, storage and handling
instructions for both the raw ingredients and the
final drug products.
At the start of the production process, the AWM
module helps warehouse operators to quickly
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find the correct raw materials by guiding them to
reserved lots or to specific containers within those
lots. Once they have found the desired container,
the operator can use a secure mobile device to
scan the barcode and the system will confirm
whether it contains the correct ingredients based
on their intended use, expiry date, retest date and
batch availability.
As the AWM system is tightly integrated with
AX for Pharma D365’s Weighing & Dispensing
module, it will also provide information about
where the warehouse operator should send the
containers of raw ingredients based on the details

“The platform guarantees that all
operational procedures and staff
meet high quality control standards”
of the manufacturing order. For example, the containers may need to be moved to the weighing and
dispensing booth, while others may need to be
sent straight to a specific production line. Built-in
software also allows warehouse staff to automatically print labels for subdivided quantities, or to
explain item-specific handling instructions.

PHARMACEUTICAL

Once manufactured, the drugs must be packaged
and labelled correctly before they are shipped to
the right national or international warehouses and
eventually to the end user. Just as they did when
selecting the initial ingredients at the start of the
process, staff can use mobile devices to scan product barcodes to ensure that they know where and
how each lot should be stored in the warehouse.
Having instant access to the expiration date of
each container of drugs at this stage is essential
because it allows staff to ensure that those with
shorter expiry dates are shipped before those with
longer dates. This prevents drugs with shorter
expiry dates from being left on the warehouse
shelves for too long and then being destroyed
because they are no longer safe for consumption,
which wastes ingredients and increases production costs for the pharmaceutical manufacturer.
Similarly, having information about whether
medications are dangerous or sensitive to changes
in temperature, humidity or light, enables staff to
store them correctly to prevent them from being
spoiled and rendered inconsumable before they
leave the warehouse. This information can also be
passed on to delivery staff so they can take adequate precautions when transporting the containers from the warehouse to the recipient.

Not only does the AWM module enable pharmaceutical companies to automatically trace
every drug they produce from the moment
the raw ingredients arrive until the moment
the finished drug product reaches the final
recipient, but it also simplifies inventory processing through automation and streamlines
shipping processes more efficient. In addition,
the solution supports the functionality warehouse operators need to create electronic signatures and approved vendor and manufacturer
lists. This allows pharmaceutical companies
to implement best practices and comply with
Good Automated Manufacturing Practice,
Good Manufacturing Practice and electronic
documentation requirements.
By minimising the need for manual data entry
across all operations, the AWM module makes
it easy to share accurate information across the
entire production chain and ensures high security standards. Together, all of these functionalities help pharmaceutical manufacturers to safely
produce and store drugs that are fit for human
consumption, and guarantee that they always go
to the right people at the right time.
Andrea Ruosi is CEO of AX for Pharma
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Creating more
liveable cities
The recent Smart City Expo World Congress in Barcelona welcomed over 21,000 visitors from
over 700 cities in 146 countries. Here we speak to some of the partners exhibiting at the event
to find out how they are working with Microsoft to empower cities to unlock their potential
BY RICHARD HUMPHREYS

W

orldwide experts and visionaries came
together at the recent Smart City Expo
World Congress to share ideas and
best practices on creating ‘cities to live in’.
Ugo Valenti, the event director, said: “As we
move forward in the development of smart
cities around the planet and implement smart
solutions, we must take into account the fundamental motivation driving all these changes:
to make cities better places to live in. It’s our
responsibility, both individually and collectively, to capitalise on the tools we have at hand
to transform cities and make them the best
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possible places for their current inhabitants and
those of the future.”
The programme was structured around five
axes: digital transformation; urban environment;
mobility; governance and finance; and inclusive
and sharing cities.
The main speakers at the event included:
Muhammad Yunus, social entrepreneur,
banker, economist and winner of the 2006
Nobel Peace Prize; Rufus Pollock, economist and founder of Open Knowledge
International; and Yochai Benkler, professor of
law at Harvard University.

P U B L I C S E C TO R

Partner perspectives
Representatives from COPA-DATA , Diehl Metering and Meshcrafts provide an insight into how
their innovative new tools and technologies are helping to enable smart cities to prosper

Johannes Petrowisch
Head of Corporate
Partnerships, COPA-DATA

“For more than 20 years, Diehl Metering, a solutions provider for the planning
and implementation of smart metering projects, has been using its IZAR
RADIO technology to gather data from a wide range of meters in the field and
transmit this data to its IZAR software platform. In this way, Diehl Metering’s
smart solutions create a continuous data stream – from the measuring device to
monitoring, data management and analysis.
Central to this is the IZAR@NET meter data management software which, with
high data granularity, is targeted towards energy suppliers, municipal utilities
and industries. The system, which is now available on the Microsoft Azure cloud,
supports both mobile reading and the operation of a fixed network for fully
automated data reading. In addition to classic usage scenarios such as graphical
presentation of the meter data or preparation for billing, IZAR@NET can be used
to conduct in-depth, smart analyses via the innovative cockpit: for example,
transparent monitoring of the water network allows utilities to detect leaks or
burst pipes at an early stage, and thus effectively avoid losses in revenue. Heating
providers can use IZAR@NET to quickly identify heat losses or abnormal operating
conditions at transfer stations, and so efficiently control their heating network for
better cost effectiveness.”

Paal Myhre
CEO at Meshcrafts

“COPA-DATA’s zenon software platform is fuelled
with the latest Microsoft technologies and services,
including the Azure cloud platform and HoloLens.
Customers worldwide rely on zenon for smart city
solutions that help to achieve results quickly, minimise
resource consumption, and reduce overall costs. With
over 30 years of experience in automation,
COPA-DATA enables local and regional governments to
find the perfect balance between modernising existing
infrastructure and creating new systems, especially in
the areas of energy, water, public transportation and
smart buildings.”

Markus Drexler
Head of Corporate Portfolio
Management Software and
Services, Diehl Metering

“Meshcrafts is continuously working to empower a high-performing and safe
e-mobility future, both for society and the environment.
Adopting electric cars minimises CO2 emissions from transportation, making
e-mobility a key player in helping to reduce CO2’s negative impact by optimising energy
consumption. With a more environmentally friendly transport, SmartCharge contributes
to a safer society by providing a solution to global warming.
With its SmartCharge software, the charging of electric cars takes care of the needs
of different stakeholders; it makes sure that power companies or charging station’s
owners are being paid for optimising the energy consumption, while it ensures the
safety of electric cars.
SmartCharge enables the charging of multiple cars simultaneously without overloading
the electricity girds. Moreover, it remains safe by avoiding possible overheating.
Combining the use of renewable energy with traditional energy, it makes as much
use of renewables as possible through predictable charging.”
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Using IoT to deliver
new models of care
D AV I D PA R É : D X C T E C H N O L O G Y

Healthcare providers are exploring how digital technologies can help them
to better serve patients as consumers by shifting to a new model focused on
prevention and personalised care

M

any in the healthcare industry seem to
consider electronic medical records
(EMRs) as the tool that will solve any
problem. However, looking at global trends and
the shift to value-based care, it’s clear that the
reality is quite different.
There’s ample reason to question whether
EMRs are the right approach, especially now that
we’re moving from a hospital-centric approach
to a patient-focused model that goes beyond the
walls of the hospital. There’s also every reason to
question whether EMRs are a sound investment.
For example, the US has spent US$38.4 billion
implementing 30-year-old EMR technology in
hospitals since 2011. Despite successfully computerising health practices, patient data is still
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largely locked into hospital systems, so sharing
it across the wider health system remains difficult. With the healthcare model shifting towards
prevention and personalised care, providers and
payers are rethinking their approach. They are
now using technologies such as the internet of
things (IoT) to engage patients, improve outcomes and reduce the cost of care.
One academic health centre in the US has taken
an innovative approach to a customer-centric
healthcare model after deciding it wanted to
engage patients as consumers based on a simple
objective – keeping those with chronic diseases
out of hospital. The centre created an innovation group, which was headed by a chief experience officer and comprised a multi-disciplinary
team from customer-centric industries, such
as hospitality, publishing, entertainment and
automobiles. Clinicians also joined the team
and were given access to over 30 million patient
records dating back 30 years to analyse the social
determinants affecting chronic illnesses such as
hypertension, diabetes, chronic obstructive pulmonary disease and heart disease.
Using a set of algorithms, the team identified
three social determinants that have the greatest
impact on chronic disease: easy access to transportation, high-quality food and good education.
To get useful information from a trial group of
patients on these issues and other lifestyle data,
the team created a proof-of-concept mobile app.
Patients also received a Microsoft wristband, a
Bluetooth blood pressure cuff, an inhaler and a
weight scale that all connect to the app.

H E A LT H C A R E

Following the success of the pilot, the centre
wanted to roll the app out to 4,000 patients. As
the ratio is about one nurse for 20-40 patients,
the centre looked at customer relationship
management (CRM) solutions, choosing DXC
Technology’s DXC Health360 platform built on
Microsoft Dynamics 365.
Once the digital platform was in place, the
innovation group created a pod model that consisted of one nurse and two health navigators –
non-clinical support staff focused on CRM – to
support the 4,000 patients (one pod caters to
2,000 patients). The platform automatically uses
IoT monitoring devices and advanced predictive
analytic models to identify patterns and send
reminders. Meanwhile, care coordinators are
notified by the platform if they need to interact
with a patient.
To ensure success, the centre used data about
the patients to engage with them in a way they
would relate to. For example, the centre knew
that most patients prefer to be contacted by text
message and most are fans of TV show Game of
Thrones. Drawing on this knowledge, the centre
sent the following text message to hypertension
patients on the evening of the season finale:
“Tonight is the big night for Game of Thrones and
we know you might get excited, so don’t forget

to take your blood pressure before the show and
take your meds if required. Have a good night
and enjoy the show!”
A year on and the new platform and engagement model has given the centre significant
insights. For example, it has enabled providers to
predict future chronic disease patients with high
levels of accuracy. In addition, it has reduced
emergency services costs by 23% and cut the
total cost of care by 36%, while 95% of patients/
consumers are satisfied with their care.

One US health centre
has developed a
mobile app that can
collect data about
patients, such as how
often they exercise

“We’re moving from a
hospital-centric approach to
a patient-focused model”
No matter what the healthcare model, the
objective must be to keep patients out of hospital
as much as possible. Not only is this better for
the patient, but it also improves financial outcomes and allows health providers to focus on
truly innovative care delivery. That’s not something that can be achieved with an EMR.
David Paré is the chief technology officer for
Healthcare and Life Sciences at DXC Healthcare
Australia and New Zealand
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KEY BENEFITS IN THE CLINICAL SUPPLY CHAIN
On-time delivery and
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Because some studies
involve many countries,
investigators, and depots,
tracking deliveries and
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in the clinical supply chain,
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Export
Import and export permits
can be a challenge. The
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