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Potential security breaches are an essential
consideration for any organisation rolling out
innovative new digital services, and the public
sector must lead by example. Unfortunately,
however, traditional security measures, built
using boundaries that relied solely on firewalls
and reactive auditing, are now obsolete.
In the following pages, Kris Teutsch tells us how
Microsoft is helping its public safety and national
security customers tackle cybercrime and Anthony
Salcito explains how technology is enabling the
educators of tomorrow. We also look back at the
recent Smart City Expo in Barcelona and find out
what attendees can expect from the upcoming
Smart Cities event in New York.
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Stay safe, stay secure
Microsoft’s Kris Teutsch discusses how the organisation is helping public safety
and national security clients fight cybersecurity threats
BY SEAN DUDLEY

A

ccording to Kris Teutsch, managing director of Worldwide Defence and National
Security at Microsoft, Cybersecurity
is ‘almost always discussed in every customer
meeting that I have’. “It is the single most important topic to every client I meet.” he says.
Teutsch sees that there are two types of clients
– those who have been hacked and those who
don’t know they have been hacked. He adds that
defence agencies globally are rushing to take
steps to renovate and secure their networks.
“Traditional security measures, built using
boundaries that relied solely on firewalls and
reactive auditing, are now obsolete,” Teutsch
states. “Data is accessed, used, and shared on
premise and in the cloud. Clients need technology that protects them against evolving threats.

Today’s cybersecurity measures have to ‘assume’
that a breach is or has occurred and networks
have to have resiliency built into them.”
Microsoft has effective cybersecurity solutions
that can scale to meet the large and small enterprise requirements for its spectrum of public
safety and national security (PSNS) clients. The
company also supports PSNS organisations in
their digital transformation efforts by providing
comprehensive platforms and unique intelligence capabilities.
“We can help clients achieve the balance of
security and end-user empowerment with
effective security controls that not only meet
today’s challenges, but are also flexible enough
to address tomorrow’s attacks,” Teutsch says.
“Our approach protects their data against

VIEWPOINT

Protecting from the inside out
EY’s Chad Holmes explains how cybersecurity is front of mind for
organisations in the public safety and national security space
With the emergence of Industrie 4.0, digital
technologies and innovation, organisations are having
to take a new look at what they’re doing around
cybersecurity, particularly in the public sector.
Organisations must look at how to protect their data
from the inside out, especially with the risk of insider
threat now more prominent than ever. To do this, security
is becoming increasingly built into the business lifecycle.
Organisations are moving past simple detection and
response security models, and now creating protection
models. This is leading to a rise in machine learning
and artificial intelligence being used to protect valuable
information, while analytics technologies are aiding
detection and response efforts in the public sector.
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At EY, we work with a number of large public sector
organisations and help them identify where they
need to go, how fast they can get there, and the
different operation models that can be adopted to
make them become more agile in the security space.
We help with product security, developing roadmaps
and advising on building security into their product
development lifecycle.
We work with organisations to implement the required
technologies and to help enhance their operations. We
also leverage our numerous industry alliances to build
more holistic programs for organisations.
Chad Holmes is principal of cybersecurity at EY
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unauthorised access and can detect attacks. It
also helps them respond and adapt to prevent
it from happening again.”
Microsoft’s Enterprise Cybersecurity Group
was established to provide security solutions
that enable enterprise clients to protect, detect
and respond to threats. Teutsch says providing
security solutions for today’s ‘cloud first, mobile
first’ environment is a critical step in establishing the trust necessary to instil confidence in
Microsoft’s cloud solutions.
Teutsch says Microsoft asks PSNS clients a
series of specific questions when it comes to
security.
“Do they know who is accessing their data?”
he says. “Can they grant access to their data
based on risk in real time? Can they protect
their data on devices, in the cloud, and in transit? Can they quickly find and react to a security breach? And are their users able to work
not only effectively, but securely? These are
all key points to address in the cybersecurity
space for PSNS clients.”
“Clients are shaping their security measures
around providing protection across all end
points – from sensors to the data centre – and
ensuring they have ‘risk-based-policies’ access
controls,” Teutsch says. “They are also detecting threat using targeted signals, behavioural
monitoring, machine learning and artificial
intelligence. Responses to attacks can be quick
thanks to the smaller gap between discovery
and action.”

While looking to tackle these security threats,
Teutsch suggests that PSNS clients should not
lose sight of enterprise user scenarios.
“Ultimately, security solutions are designed to
enable and protect the users of our clients’ systems,” he says. “Any security solution must be
an enabler and ensure that the valid users of the
enterprise will be successful and not impeded. If
the solution is viewed as being too intrusive, or
an impediment, it will not be used.”
While clients are taking positive measures to
protect their systems from external threats, they

“Clients are shaping their
security measures around
providing protection
across all end points”
need to be alert to malicious user intent, with
Teutsch noting that threats frequently come
from inside the organisation as well as outside.
“Security solutions must be able to detect and rapidly respond,” he warns. “It currently takes enterprises 220 days, on average, to detect and respond
to malicious behaviour on their networks. Closing
this gap between detection and response has
become a critical mission for all PSNS clients.”
Learn more about Microsoft’s national security
solutions at: https://aka.ms/natsec
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Empowering educators
Today’s students have different expectations when it comes to how they are taught and
what is possible within the education space. Microsoft’s Anthony Salcito explains how
educators must adapt and embrace technology to stay ahead
BY SEAN DUDLEY

A

t St Mungo’s High School in Scotland,
the PE teacher uses Microsoft Classroom
and OneNote to set homework for his
students, who receive push notifications to their
mobile phones when they are sent an assignment. In history, teachers place content that
pupils need to revise in OneNote, and encourage them to use PowerPoint to collaborate. One
pupil who was absent for 40% of the school year
achieved a ‘B’ grade in Higher History because
he could access course content and interact with
the class and teacher within OneNote.
Examples such as this make it clear that the
days of rigid curriculums, chalk and blackboards
are long gone, as technology opens up new avenues for learning.
Anthony Salcito is vice president of worldwide
education at Microsoft. In his opinion, the digital era is fundamentally changing the way people
generate ideas and manage knowledge.
“Educators must foster the creativity that
humans will need to create value in the modern
world,” he says. “The opportunity to learn happens everywhere and always. It is important for
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school leaders and educators to build from that as
they expand learning beyond the classroom. The
question that needs to be answered is how can we
build on this new reality to drive better learner
outcomes and inspire students to achieve more.”
Microsoft’s Education Transformation Frame
work demonstrates some of the ways in which
leaders and educators can take advantage of
technology to improve learning.
“Digital transformation is impacting every industry and perhaps none more dramatically than education,” says Salcito. “How we can empower our
students to support their future, while supporting
educators and school leaders to embrace the opportunity, is something the Education Transformation
Framework is designed to support.”
Salcito explains that the framework helps fast
track system-wide change by summarising decades of research and insight from Microsoft’s
work with its ‘Showcase Schools’ – a global community of schools engaged in digital transformation to improve teaching and learning.
“The Microsoft Education Transformation
Framework includes a library of supporting
materials for ten components of transformation, each underpinned by an executive summary and an academic whitepaper detailing
global evidence,” he says. “This provides a
shortcut to best practice, speeding up transformation and avoiding the mistakes of the past.
We are also aligning technology architectures,
university-driven courses in partnership with
online course provider edX, and collaborative
workshops to support the journey for leaders.”
According to Salcito, Microsoft’s core focus in
this space is improving learner outcomes, and it
offers up many technology solutions with students in mind to help support this vision.
“We know when great leaders and educators put
students first, and thoughtfully apply technology,
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amazing things can happen,” Salcito says. “We
are working to ensure our core offerings, like
Windows 10 and Office 365, are tailored to students across learning styles, learning disabilities
and language abilities to ensure all students succeed. We build tools that teachers and students
can access easily to drive outcomes.”
Such tools include Microsoft OneNote, which is
being used to support collaboration in and out of
the classroom, and Minecraft Education Edition,
which Salcito says is inspiring students and educators to create, share and think in new ways.
“Another example is Skype, which extends the
opportunity to learn far beyond the classroom,”
he says. “Microsoft Innovative Educators and
Microsoft Showcase Schools are applying these
technologies in incredible new ways in their
learning environments.”
At January’s global education event, BETT,
in London, Salcito said Microsoft is focused on
helping “people build essential life skills – computational thinking, critical thinking, collaboration,
communication and creativity.” But how does he
feel this vision can be turned into a reality?
“Contemporary curriculum and assessment
should be student-centred, relevant, authentic,
constructive and interdisciplinary,” he explains. “It
should empower students to develop innovation,
creativity and 21st century skills through deep
learning. School leaders and educators should act
as visionaries of a better future for their students

“We build tools that
teachers and students
can access easily to
drive outcomes”
and communities, working as orchestrators who
use evidence and modern technology to positively
influence curriculum and assessment. We are
designing Office 365 to empower this rich collaboration and get students on a path to employment.”
Ultimately, Salcito believes that educators
should encourage and allow early learners to
see technology as a tool to solve problems, spark
creativity and connect ideas.
“We need to challenge all learners to see their
path to the future and understand the resources
they can leverage, not only to make their dreams
a reality, but to navigate in the current economy,”
he concludes. “We need to support educators
with easy to leverage projects and technologies
that can be used in the classroom with minimal
expense and technology expertise. As part of
our Microsoft focus on developing next generation hardware, software and services for education, our goal is to support teachers in building
inquiry and project-based activities that embed
computational and design thinking into existing
middle school curriculum.”
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Smart City Expo
World Congress
Organisations and companies working across
the public sector are constantly looking to
enhance their processes, improve efficiencies
and better serve citizens. The Smart City
Expo World Congress allow organisations to
identify how best to tackle the challenges
they currently face

Franklin Teagle, director of communications
franklin.teagle@avepoint.com
www.avepoint.com
As a proud Microsoft CityNext partner, AvePoint showcased
its latest innovation for public sector digital transformation
at Smart City Expo 2016. Built entirely on Microsoft Cloud
technology, AvePoint Citizen Services enables government
agencies to automate case management and incident
reporting. AvePoint demonstrated how the solution makes
field officers and operational centres more efficient while
increasing citizen satisfaction by enabling them to submit and
manage requests from any device, anywhere, at any time.
Together with Microsoft, AvePoint is showing how smart
cities can not only modernise government administration,
but respond better to their citizens today while planning for a
better tomorrow.

Johannes Petrowisch,
global partner and business development manager
Tel: +43 662 4310020
johannes.petrowisch@copadata.com
www.copadata.com
COPA-DATA is the current Microsoft CityNext Partner of the Year
and developer of the powerful software system zenon that allows
for complete end-to-end industrial internet of things solutions.
As a member of Microsoft’s CityNext initiative, COPA-DATA
contributes to establishing smart cities. Smart city solutions
with zenon can support governments and citizens to face the
challenges of tomorrow, especially in the areas of energy, water/
waste water, public transportation and smart buildings. The
results are impressive – greater efficiency throughout, lower
consumption of resources, reduced costs, intuitive operation and
a highly scalable and sustainable solution.
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A

t the 2016 Smart City Expo in Barcelona, which ran from
15-17 November 2016, Microsoft’s message centred on
digital transformation to empower cities and citizens.
Through its Microsoft CityNext initiative, the company
is aiming to help engage citizens with better and more connected experiences, empower city employees to respond faster
to citizen needs, optimise city operations to help deliver services more rapidly, and help transform cities through innovation and growth.
Microsoft and its CityNext partners are empowering cities to unlock their potential by delivering innovative digital
services that can help them lead safer and healthier lives,
enriched by high quality education.
Microsoft will be at Smart Cities New York from 3-5 May
2017, showcasing innovative solutions to help cities and
citizens. Toni Townes-Whitley, Microsoft’s corporate vice
president for Worldwide Public Sector and Industry, will be
speaking at the event, and will discuss the role CityNext is
playing. Townes-Whitley will also discuss Microsoft’s cloud
for global good initiative, while attendees can participate in an
immersive Microsoft experience around the company’s cloud
capabilities across government, health, education and safety.
CityNext brings together Microsoft technologies and partner
solutions to help cities transform. It’s through those partner
solutions that this comes to life. Here you can find details of
five key Microsoft partners in the CityNext space.

Benedikt Schonlau, head of department
Tel: +49 371 23734153
benedikt.schonlau@iav.de
www.iav.com
As one of the leading development partners to the automotive
industry, IAV offers more than 30 years of experience and a
range of skills that are second to none. With expertise across the
board and a passion to match, IAV provides technically perfect
solutions that balance both rational and emotional aspects.
IAV offers engineering for the entire spectrum of automated
intelligent transportation systems. Competencies range
from the implementation of an initial concept phase to the
technical approval of the highly-automated vehicle system.
With its portfolio of solutions for highly automated driving, IAV
supports vehicle original equipment manufacturers, as well as
solution manufacturers, suppliers and mobility providers.
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Microsoft had a large presence in Barcelona
for the 2016 Smart City Expo last November

Melissa Topp, senior director of global marketing
Tel: +1 508 2161215
melissa@iconics.com
ICONICS is a Microsoft CityNext Partner of the Year and
a software provider offering real-time visualisation, HMI/
SCADA, energy management, fault detection, manufacturing
intelligence, internet of things and a suite of analytics solutions
for building automation and operational excellence. ICONICS
solutions help customers be more profitable, agile, efficient
and sustainable.
ICONICS promotes a culture of innovation, creativity and
excellence in product design, development, technical support,
training, sales and consulting services for end users, system
integrators, original equipment manufacturers and channel
partners. ICONICS has more than 350,000 applications
installed in multiple industries worldwide.

Bob Borzillo, director, Smart Cities
Tel: +1 610 6590632
bob.borzillo@itron.com
www.itron.com/smartcities
Itron is a world-leading technology and services company
dedicated to the resourceful use of energy and water. As
a Microsoft CityNext partner, Itron is collaborating with
Microsoft to inspire digital transformation for cities and
citizens. Itron is standardising on Microsoft Azure to provide a
new range of services to its customers, and to help cities and
utilities solve business challenges by delivering value-added
analytic outcomes. Azure allows Itron to provide higher quality
and more seamless services to its customers and to be more
agile in innovation and development. Together with Microsoft,
Itron is helping cities become more efficient and sustainable.
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Discover the World’s
Most Advanced IoT
Software Solution
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From paper to digital
NHS Wales board members have moved to paperless meetings, saving
them time, money and paper, using iBabs software

T

aking reams of paper to meetings is pretty
much a thing of the past at Betsi Cadwaladr
University Health Board (BCUHB), thanks
to the use of new paperless meeting software
from Dutch technology developer iBabs.
The board and executive team within the
National Health Service (NHS) have been using
the software, also called iBabs, for just over a
year, and it has transformed the way they manage documents.
“Our board was looking to move to an electronic system for a while,” says Dawn Sharp,
assistant director and deputy board secretary
at BCUHB. “Our search began in earnest in
October 2015, when we began a tendering exercise. We chose iBabs because it was cost effective
and looked simple to use. There are lots of similar products on the market, but some come with
a much higher price tag.”
The software rollout began in spring 2016, as
part of a phased implementation. “Rather than
take a big bang approach, we decided to get our
executive team onboard with the software first,”
Sharp explains. “They were really behind the
project and it meant we could address any teething issues internally within a small group. Over a
period of about two months, we then introduced
it incrementally across the wider team.”
Today, the software is used by the BCUHB’s
board and executive team. Seeing the difference
it is making, other departments within the organisation have expressed their interest in iBabs
too. “Everyone has found the system extremely
helpful and very easy to use,” Sharp says. “Staff
involved in uploading to the system love it and
departments are keen to expand its use beyond
the core board/committee functionality. Board
members also like the ability to make comments
on papers as they prepare for meetings.”
In particular, staff appreciate no longer having to
print off bulky documents before a meeting. They
can now access board papers instantly, as opposed
to waiting for them to arrive in the post. Uploading

documents online is also now much quicker and
easier. “Using iBabs, we create a simple document
bundle and upload everything with the click of a
button,” Sharp explains. “And because it’s an intelligent pdf, team members can easily access parts of a
document that are relevant to them.”
Using iBabs, BCUHB is able to make steps
towards meeting its sustainability goals, increase
productivity, reduce costs and equip its staff with
a tool that is very easy to use.
“We’re so pleased with the software, and feedback from our users is so positive,” says Sharp.
“The iBabs support staff have been great too.
They have resolved any minor teething problems
encountered along the way and have been very
quick to respond when we’ve had any questions or
needed extra training. We’re looking forward to
expanding the use of the technology and bringing
its benefits to our wider organisation.”

Staff no longer need
to take paper to their
meetings now that
everything is digital
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“I was amazed to see the extent of the suppliers at RBTE and
the offerings they have. It’s fantastic, actually.”
Steve Johnson,
Head of Central Operations,
Carpetright

“RBTE as one of the biggest of its kind in Europe, offers a
great opportunity to catch up on all the innovation that is
constantly happening in the retail business. Great event.”
Oliver Rist, Development Manager,
Coop Estonia
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