FINANCIAL SERVICES

Identification tools in financial services have
been flawed since the industry began. Cards can
be cloned, passwords can be cracked and even
biometrics such as fingerprint scans are not
without their problems. As financial firms offer an
increasingly digital, mobile banking experience, they
also face an evolving array of cybersecurity threats.
For Microsoft, the solution to problems of security
and identification lies within a blend of Azurebased artificial intelligence, customer biometrics
and technology such as blockchain, which can be
leveraged to provide an entirely unique security
solution for each and every customer. We find out
more in this issue.
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Tackling

security
challenges
As financial firms offer an increasingly digital, mobile banking experience,
Microsoft is helping them to tackle evolving security threats
BY JACQUI GRIFFITHS

S

ecurity is always top of the agenda for
financial services firms – but as technology
empowers banks to create increasingly digital, mobile and customer-centric experiences,
it also brings an evolving array of cybersecurity threats. In its ‘Financial services technology 2020 and beyond: Embracing disruption’
report, PwC lists cybersecurity as one of the
top risks facing financial institutions. Among
the forces behind that risk, the report says, are
the use of third-party vendors; rapidly evolving
and complex technologies; cross-border data
exchanges, increased use of mobile and the rapid
growth of the internet of things; and heightened
cross-border information security threats.
“The financial crime ecosystem is rapidly
evolving, and traditional prevention methodologies are falling short in protecting
consumers against increasingly frequent
and sophisticated financial crimes,” says
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André Burrell, strategy leader Banking and
Capital Markets at Microsoft, in a Microsoft
Industry blog. “As consumers demand a digital, mobile banking experience, new security
challenges are emerging too quickly for traditional cybersecurity approaches to keep pace.”
Banks face the two-pronged dilemma of
ensuring unparalleled security without compromising the customer experience. It’s a
challenge that many are struggling to meet,
says Burrell. “Most cybersecurity techniques
employed today are point-in-time solutions. However, a new wave of fraudulent
schemes bypass login authentication and
endpoint security altogether. In an attempt
to plug existing security gaps, banks are layering additional security solutions on top of
customer-facing systems which generally

harms the customer experience and provides
only minimal improvement to security.”

Microsoft’s Azure cloud platform enables
banks to take advantage of Microsoft’s economies of scale, which allow it to rapidly develop
best-in-class security measures and keep them
up to date. In addition, high levels of service

“With a structured approach
to cybersecurity, financial
institutions will be more
prepared as threats evolve”
availability across multiple geographies enable
services that are much more resilient against
failures than an on-premises environment.
Microsoft invests significantly in the stringent security and compliance standards of
Azure, enabling banks to leverage artificial
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Gamification for education
As systems become more difficult to breach through traditional methods,
social engineering, to obtain user information is on the rise, says Ethen Yao
Regardless of what technology is implemented to
protect a customer’s identity or data, whether it is
based on blockchain, 256-bit encryption or even
AI-driven biometrics, we are always dependent on
our weakest link. Often, the weakest link is not the
technology itself, but the human element. While
machines can be exploited through vulnerabilities
within their technical programming, our
susceptibilities as human beings are our emotions,
trust and natural inclinations. A firm can pay for the
top-of-the-line technology but if they don’t change
some very basic behaviours, employees can put their
entire enterprise at risk.
Gamification is the process of engaging people and
changing behaviour using game mechanics in a non-

intelligence (AI), customer biometrics and
technology such as blockchain to provide
robust and unique security solutions that augment the customer experience. For example,
says Burrell, “BioCatch Behavioral Biometrics,
an alternative cloud-based solution, develops behavioural biometric profiles of online
users to recognise a wide range of human and
non-human cybersecurity threats. Instead of
relying on point-in-time detection technology, BioCatch utilises these biometric profiles
to continuously verify the identity of the user
throughout a session – not just at the initial
login. Implementing this pioneering technology helps financial institutions stay ahead of
cyberthreats while reducing friction in the
user experience.”
Andrew Dapre, EMEA lead Financial
Services, Azure Engineering at Microsoft,
says in a separate blog that banks and insurers are using Azure to implement a spectrum
of AI-powered cybersecurity, blockchain and
payments solutions. “Financial institutions
around the world recognise Azure as the leading platform to develop new services, ensure
compliance, manage risk and combat financial
crime,” he says, pointing to TD Bank and UBS
as examples of this trend. “TD Bank relies on
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game context. Essentially, it is taking what is fun about
games and applying it to situations that maybe are not
so fun – such as combating phishing scams, a form
of social engineering. Blast is an innovative financial
gamification platform. It introduces a gamified concept
to help its millennial-aged clients better their personal
and financial futures. By utilising gamification, our
clients are finding new ways to education themselves
through gaming elements such as competitions,
rewards programmes and more.
Ethen Yao is head of innovations at Blast. He will be
speaking at the Center for Financial Professionals
X-Tech 2019: Financial Services and Technology
Convention, April 2-3, Las Vegas, US

Azure to safely store sensitive financial data
and generate insights for advisors and customers. Azure’s advanced capabilities empower
them to effectively manage over 100 million
digital records daily. UBS deployed Azure to
drive its risk-management platform, saving
40% in infrastructure costs.”
While cyber-risk is inevitable, says the PwC
report, technologies like the cloud can support
a robust defensive strategy. “Cybersecurity is
a large problem and it is not going away,” the
report says. “Despite prevention and authentication efforts, we can virtually guarantee that
anomalous and unauthorised activity will continue to occur. But with the right tools in place,
you can see it when it happens and remediate it quickly. With a structured approach to
cybersecurity, financial institutions will also
be more prepared as threats evolve.
“Cloud-based cybersecurity can improve
intelligence gathering and threat modelling,
block attacks more effectively, help different
teams (or organisations) collaborate and learn
more effectively, reduce the lag time between
detection and mediation and create secure
communication channels. When you factor in
potential cost reductions, cloud-enabled cybersecurity becomes all the more compelling.”
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Simplifying secure digital identity
Mastercard and Microsoft have joined forces make single,
universally-recognised digital identity a reality
Mastercard and Microsoft have entered a strategic
partnership to create services that will allow individuals to
enter, control and share their identity data their way, on
the devices they use every day.
The digital identity initiative creates a foundation for
new Mastercard services powered by Microsoft Azure
and built-in collaboration with leaders in the banking,
mobile network operator and government communities.
“Today’s digital identity landscape is patchy, inconsistent
and what works in one country often won’t work in
another,” says Ajay Bhalla, president, cyber and intelligence
solutions at Mastercard. “We have an opportunity to
establish a system that puts people first, giving them
control of their identity data and where it is used. Working
with Microsoft brings us one step closer to making a
globally interoperable digital identity service a reality.”

Access to a universally-recognised digital identity
could unlock new and enhanced experiences for
people as they interact with businesses, service
providers and their community online. Examples
include faster, improved applicant identification
process for establishing a new bank account, loan or
payment service account, and a more personalised
and efficient shopping experience online and in
stores, regardless of the payment type, device or
service provider.
A single digital identity could also improve access to
health, financial and social services for the more than
one billion people who are not officially recognised
today. It can help people interact with merchant,
banks, government agencies and countless other
digital service providers with greater integrity, lower
cost and less friction. And it can help reduce payments
fraud and identity theft of various forms.
“Digital identity is a cornerstone of how people live,
work and play every day,” says Joy Chik, corporate vice
president, Identity at Microsoft. “We believe people
should be in control of their digital identity and data,
and we’re thrilled to work with Mastercard to bring
new decentralised identity innovations to life.”

VIEWPOINT

Risk is everyone’s responsibility
A risk management culture is essential to protect against
evolving threats, says Phil Renaud of The Risk Institute
According to The Risk Institute’s research, 75% of financial
firms admit that they are vulnerable to a cyberattack
and 84% believe their firm is at risk of a cybersecurity
breach. In our experience, the biggest challenge facing
financial services organisations when it comes to security
is the employee. Financial firms are trusted with an
individual’s most private, essential information, so a lack
of preparedness, insufficient cyber-risk management
strategies and a lack of resilience is simply unacceptable.
The Risk Institute prepares corporations to leverage
risk to create value by supporting research that explores
solutions, and then breaking that research down

in executive sessions and white papers for actionoriented takeaways. We help companies cultivate a
risk management culture where risk isn’t siloed in one
department – it’s everyone’s responsibility. The Risk
Institute isn’t just reporting risk management’s current
trends – we’re creating tomorrow’s best practices and
helping businesses become more resilient.
Phil Renaud is executive director of The Risk Institute.
He will be speaking at the Center for Financial
Professionals X-Tech 2019: Financial Services and
Technology Convention, April 2-3, Las Vegas, US

65

F E AT U R E

VIEWPOINT

Provenance and identity
Blockchain could help insurers resolve provenance and identity challenges,
says Magda Ramada Sarasola of Willis Towers Watson
Some of the blockchain’s attributes – initially developed
to track the origin and spending of cryptocurrency and
avoid double-spending – have become a great way of
establishing provenance for (insurable) assets. This has
already been demonstrated by emerging technology
firm Everledger, who has developed a mechanism that
bridges the gap between a physical asset – diamonds –
and its digital traceability.
Equally, blockchains could track ‘risk provenance’ on
an individual basis by leveraging the data of IoT and
wearable devices. Currently, expensive ‘know your
customer’ processes are duplicated across institutions,
and their insights are not portable for individuals.
This could change with blockchain timestamped and
recorded portable identities.
So-called identity wallets could hold information about
an individual’s health, DNA, molecular decay, attitudes

towards risk, driving ability, etc. and could further impact
the design of models with near real-time adaptive
pricing, expanding the idea behind telematics and UBI.
Key to this idea is the concept of data self-sovereignty
and the fact that, for the first time, individuals can be
trusted as custodians of their own data, since that data
now sits in an immutable ledger that individuals cannot
corrupt. These identity solutions, once well developed,
could radically change the type of data insurers have
access to and to which extent they can store and use
the data, as opposed to only interrogating it. The fact
that individuals will govern their own data may also
change the type of data they are willing to share and the
economic incentives they will need to do so.
Magda Ramada Sarasola is senior economist at
Willis Towers Watson’s Research and Innovation Center
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Protecting people’s assets
Careful planning is needed to answer the unique security challenges banks
face today, says DXC’s Lori Murray
The rapid evolution of new cybersecurity technologies
combined with high expectations from customers to
safeguard their information continues to challenge
the financial services industry. Financial services
organisations protect people’s assets – their means
for providing for themselves and their family. Most
organisations face cybersecurity challenges but not to
the extent the financial services industry does, mainly
due to their responsibility in protecting their customers’
‘vault’. Banks have every piece of information about a
customer that could be used in fraudulent ways with
detrimental effects. Banks often have the reputation of
being slow to adopt the latest technologies, but that
kind of responsibility requires careful planning.
DXC Technology understands these challenges
because we employ people that not only have worked
in the financial services industry but often have held
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positions that made decisions on how to leverage
technology and protect customers. DXC recognises
that the return on investment on a new technology
advancement is not simply the increase in revenue
or decrease in expense, but extends to the impact on
customer security. DXC works with clients to manage
to their individual risk tolerances and provides
solutions, methods and best practices to help mitigate
unnecessary and unwanted risk. Because security is
such a critical component, DXC is a global partner with
the ability to reach resources from across the world,
identify the best options, best solutions and deploy the
right solution for each unique customer.
Lori Murray is global product leader for Banking,
Capital Markets and Microsoft Business Applications
at DXC Technology
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Analysis for protection
Digital identities and data sharing present major challenges for
financial firms, says Prajit Datta
Cross-platform malware contamination is an
imminent threat with the increased integration of
systems in the financial services sector. Combating
such a threat requires not only the adoption of
the latest technology but also a re-examination of
conventional security architectures. While digital
identities have turned out to be more secure at one
dimension, given the universal idea of their use in the
evolving fintech world, cloning of these identities can
prompt intensified dangers. Adaptive authentication
or risk-based authentication, which analyses user
behaviour in making decisions on granting access,
could be a countermeasure to address the risk of
misuse of digital identities.
We are currently using several analytical techniques
to help our employees detect fraud and cybercrime,
and we are researching how AI could help us

improve the rate of detection. If a customer reports
a fraudulent charge, an advanced AI system could
one day analyse large historical datasets and judge
whether the charge was indeed fraudulent or
not, based on the customer’s historical purchase
behaviours and other interactional data. But while
advanced AI systems, such as deep learning, can
draw conclusions with unprecedented accuracy
and speed, it’s not always clear how the dense web
of computations reaches a specific decision. An AI
system that makes a judgment about a customer
needs to be able to explain itself.
Prajit Datta is a data scientist at Bank of America.
He will be speaking at the Center for Financial
Professionals X-Tech 2019: Financial Services and
Technology Convention, April 2-3, Las Vegas, US
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Together is power
McAfee is working with Microsoft to address the key security
challenges facing financial services firms, says Mo Cashman
Financial Sector organisations face sophisticated
cyberthreats. In addition, new regulations or
directives are increasing audit and compliance
requirements. With that in mind, we see three key
challenges facing financial sector organisations.
The first is how to simplify security management.
Financial sector organisations have a large attack
surface to manage so getting visibility to ensure
protection is critical. The second key challenge
is how to detect and respond faster before a
breach. Improving mean time to respond requires
an incident response programme as well as
key capabilities of security analytics and threat
intelligence. The third challenge is enabling and
protecting the cloud. Financial organisations are
consuming multiple cloud services and ensuring
data protection is critical to resilience.

McAfee believes in ‘together is power’. We believe
that our customers’ cyber-resilience challenges are
best addressed by the security industry working
together to deliver real outcomes. McAfee and
Microsoft are working together to help customers
simplify security management, improve cybersecurity
and enable the journey to the cloud. MVISION ePO
is a SaaS-delivered security management platform
that can also manage Windows Defender, greatly
simplifying the management. MVISION Endpoint is a
next-generation device security solution that works
alongside Windows Defender to provide advanced
threat protection. Finally, MVISION Cloud provides
granular data and threat protection for multiple cloud
services like O365 and Azure.
Mo Cashman is a principal engineer at McAfee

67

F E AT U R E

VIEWPOINT

Protecting against evolving threats
A dynamic risk-based security management programme can help protect
consumers against evolving threats, says Mark Elkommos of HSBC
In an era of rapidly evolving technologies, financial
institutions (FIs) face increasing requirements to provide
enhanced consumer protection against ever-evolving
cybercrime. All FIs, regardless of their size, risk profile
and appetite, should develop a dynamic risk-based
security management programme including risk
assessment, comprehensive policies/procedures, fintech
and close collaboration with other FIs and regulators.
Several newer technologies provide the level of
protection required using blockchain, cloud-based
systems, and advanced behaviour-based fraud
detection engines that can automatically detect
transaction or website navigation anomalies in
real time. Solutions such as strong authentication,

behavioural fraud detection, out-of-band transaction
verification, mobile authentication and extended
validation SSL digital certificates provide the
best method of protecting customer identities/
transactions in a banking environment and ensure
regulatory and security compliance at scale.
These solutions are not a panacea, but are some
of many that will form the foundation of nextgeneration financial services security infrastructure.
Mark Elkommos is financial crime risk assurance
manager at HSBC. He will be speaking at the Center for
Financial Professionals X-Tech 2019: Financial Services
and Technology Convention, April 2-3, Las Vegas, US
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Protected omnichannel banking
VeriPark’s omnichannel delivery solutions provide the new levels of security
required for open banking, says Gökhan Çakıroğlu of VeriPark
The Open Banking Initiative has been a major
development in the growth of financial services and
how they will be delivered. These reforms change
the way banks can handle your personal information.
Simply put, all banks must allow you to share
your financial data, such as spending habits and
statements, with other providers or banks, provided
they’re authorised under the scheme.
The initiative is an attempt to increase competition
and innovation within the industry – something that
providers rely on to offer new services. However, it’s
proved to be a challenge for regulators, as it requires
releasing data that has traditionally been hidden
behind a single institution’s firewall. Open banking,
and the needs of fintechs to access this information
and transfer it between what could be multiple
locations, therefore requires new levels of security.
In response, VeriPark became a member of the
Banking Industry Architecture Network (BIAN) with
our omnichannel delivery solutions. BIAN aims to help
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define a revolutionary banking technology framework
that standardises and simplifies core banking
architecture. As acceptance grows for this framework,
security-related data both at rest and in transit will
increase due to centralisation of data, standardisation
of service-oriented architecture interfaces and
reduction in the number of batch data transmissions.
Our omnichannel banking platform enables
banks to authenticate users in digital and assisted
channels by using biometrics including iris, palm
vein, facial and voice recognition. Moreover,
onboarding flows and processes are also extended
to use the biometrics in order to have highly secure
onboarding experience which is completed faster
than the traditional ones. As a result of leveraging
Azure Cognitive Services, AI and biometrics, we build
smooth and secure customer experiences in digital
and assisted channels.
Gökhan Çakıroğlu is chief technology officer at VeriPark
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Ditch the filing cabinet
As security and compliance challenges intensify, paperless
automation helps financial services companies to keep data
safe, says Alyssa Putzer of Metafile Information Systems
Today’s financial services organisations are inundated
with challenges when it comes to security and
compliance. Many organisations are still storing vital
business information on paper, filed in cabinets that
are taking up valuable space and subject to misfiling, security issues and destruction from natural
disasters. Storing paper also opens businesses up to
the possibility of regulatory compliance issues and
laws regarding document retention. Financial services
organisations often don’t have a system in place to
manage access to secure files or to create a consistent
and comprehensive audit trail.
MetaViewer, a paperless automation/accounts
payable automation solution, helps companies
enhance the information security they need to keep
data safe. The system uses an automated workflow
to automatically route documents to the proper

approver, according to specific business rules. In the
process, it also tracks access through an audit trail.
Managing information using a paperless
automation solution allows companies to digitise
their information, making it exponentially more
secure than paper. Companies have the option to
implement role-based access to certain information
for further improved security. Digitising information
also makes it recoverable in case disaster strikes,
all while making it simple to maintain compliance
with record retention regulations as all documents
can be stored electronically for as long as needed
without taking up valuable (and insecure) space
in a filing cabinet.
Alyssa Putzer is the marketing communications
specialist for Metafile Information Systems
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Seamless security
Enterprise-grade security and scalability are essential for a flawless customer
experience, says Paula Liebergen of Blue Prism
Financial services organisations moving toward digital
transformation have two primary concerns: migrating
content to a unified cloud or hybrid environment that
successfully integrates with existing systems – as well
as ensuring that security and regulatory compliance
remains paramount and that information isn’t lost or
compromised in the process.
We see a tech-first approach to automation that
places enterprise-grade security and scalability at
the forefront as essential in an increasingly complex
regulatory environment. Financial institutions also want
intelligent automation options with easy-to-implement
AI capabilities to not only streamline processes, but to
also glean insights and achieve greater economies of
scale across big data and analytics initiatives.
For example, Blue Prism has partnered with Microsoft
and Identitii to streamline financial transactions and

address money laundering using blockchain technology.
Banks and financial institutions can use Blue Prism to
automate and audit financial transactions, while Azure
provides the machine learning analytics and Identitii the
database capabilities.
Our alliance with CyberArk also integrates certified,
enterprise-wide password vaults for consistent
credentials enterprise-wide, as well as custom
permissions with user-specific access for individuals,
groups of Digital Workers, processes and even objects.
And, as increased commitment to the customer
journey becomes more important, automation can
also help banks become more efficient – which leads
to better overall experiences.
Paula Liebergen is Blue Prism’s US alliances director for
Microsoft – Eastern region
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Unlock the full potential of InsurTech
Proven insurance technology solutions grounded in deep
industry knowledge
With decades of consulting experience with the world’s leading insurers, and over 20 years
providing insurance technology solutions, we know how to unlock the full potential of InsurTech to
deliver tangible value across the insurance value chain.
Deliver better customer experiences. We connect agents, brokers, insurers and most importantly
customers to exchange data in a modern, meaningful way.
Realise the potential of advanced analytics. We use game-changing predictive modelling
technologies, including machine learning and artificial intelligence, deployed in real-time.
Drive cost saving through automation. We enhance the efficiency and governance of analytical,
actuarial and financial processes through automation.
Improve IT performance by leveraging the cloud. We reduce IT complexity and improve
performance using the latest cloud and SaaS technologies.
To find out how we can help you unlock the potential of InsurTech, please contact
software.solutions@willistowerswatson.com.

willistowerswatson.com/insurtech
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INSURANCE

What can you do
with blockchain?
M A G D A R A M A D A S A R A S O L A : W I L L I S T O W E R S W AT S O N

Blockchain has the potential to drive change by reducing administration and
claims processing costs, reaching underserved business segments and offering
on-demand, self-issuing policies

B

y now, you’ve probably heard all about
blockchain’s potential to solve inefficiencies
in insurance. You might even be experimenting with this technology within your own
innovation incubator, through partnerships with
tech start-ups or collaborations with industry
initiatives such as B3i and the RiskBlock Alliance.
While it still has a way to go to achieve
industry-wide adoption, its potential to drive
change can’t be ignored. So, once blockchain
rolls out, how will it be used, and what specific
operational, analytic and ultimately business
defining threats might it bring. And when?

“In the short to mid-term,
blockchain will improve speed,
transparency and cost-efficiency”
In the short to mid-term, blockchain will
improve speed, transparency and cost-efficiency
through self-executing smart contracts that have
three core elements: frequency to test conditions; a set of conditions; and an action that gets
triggered by those conditions. This is particularly relevant in the shorter-term for parametric
insurance products.
Thanks to their ability to provide a public
ledger across multiple untrusted parties, blockchains can also reduce human error and the
costs and delays associated with verification
processes. They also support the synchronisation and reconciliation of multiple databases

among the various players in a market or value
chain, helping, amongst other things, to reduce
the risk/incidence of duplicate transactions and
those involving suspicious parties. These attributes are likely to have a big impact in the battle
against fraud where distributed ledgers using
blockchains can be more effective than existing
technologies due to their shared and distributed
nature and the mechanisms to self-regulate.
In the medium- to long-term, while blockchain
will not reinvent the way insurance is done, it
can enable the transparency and scalability of
new business models like peer-to-peer (P2P)
insurance, since it provides a framework for
self-regulating organisations among non-trusted
partners. Meanwhile, blockchain can add an
additional feature to near real-time adaptive pricing, on-demand insurance and hybrid insurance
products, making sure that these new sources
of data are stored in a distributed ledger that’s
neither owned by insurers nor insureds, and cannot be corrupted nor manipulated. Blockchainenabled prediction markets like Augur, could
become an additional source of actuarial data.
Ultimately, the degree to which blockchain
becomes mainstream in insurance, and the
speed with which this happens, will depend on
less headline-grabbing details such as defining accepted standards, product targeting, the
insurability of a blockchain and regulatory
approaches.
Magda Ramada Sarasola is a senior economist
at Willis Towers Watson
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Banking on
your doorstep
By implementing VeriPark technology, VakıfBank has
achieved eight times faster loan processing and has
received 600,000 new applications in just 18 months

V

akıfBank in Turkey is focusing on getting closer to its customers by adopting
and implementing initiatives such as
doorstep banking to bring services to people’s
homes and places of work. Doorstep banking
has emerged as an alternative to traditional
approaches to maintain relationships with its
customers. Its direct sales team (DSA) is an
important piece of this puzzle and used to rely
on paperwork and manual data entry while
lacking access to customer information or
upselling and cross-selling opportunities.
When making technology investment decisions,
VakıfBank is keen to ensure that its IT infrastructure supports its marketing efforts. With this in
mind, it decided to start providing direct sales
team employees with tablet computers that would
enable them to sell products and give them a single view of the customer while also providing the
ability to monitor employee performance.
After researching the market situation,
VakıfBank found that VeriPark had already
worked on similar projects and its approach to
channel management in multichannel banking
solutions was a key selling point.
“We were excited by a client looking at a new
delivery channel for banking services and were
happy to work on the project,” said Ozkan
Erener, CEO, VeriPark. “We see this as the
dawn and coming of new delivery channels,
such as doorstep banking and we are well positioned to provide the software and technology
to support it.”
VeriPark and VakıfBank worked together to
develop an iPad application for the DSA which
provides 360-degree view of the customer as
well as a large number of banking features and
products. The team also focused on creating an
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offline mode that makes it possible to save banking applications locally and then synchronise
them to banking systems later. The application
also offers a task management system for direct
sales agents and location tracking to improve
performance monitoring.
The application is used by 2,400 VakıfBank
employees. Sales agents can now register new
customers and offer a large number of services
and products such as consumer loan application, credit card application, account opening
and direct customers to use mobile and internet banking to perform their transactions.
The application covers about 90% of all retail
banking operations.
Customers can now carry out their transactions instantly and without having to wait and
have the ability to communicate directly with
sales agents and portfolio managers.
Digital approval is also an important aspect
of the solution as it enables customers to use
a web browser or mobile phone to approve

“The application covers
about 90% of all retail
banking operations”
contracts for products, such as personal instalment loans, overdrafts and electronic tolls. It
has increased the quality of services offered to
customers while the bank saves time and drives
cross-selling efforts.
The DSA application also makes it possible
to assign location-based assignments to the
field sales teams and to enable the field sales
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VeriPark and VakıfBank
worked together to
develop an app for
the direct sales agents
which provides a
360-degree view of
the customer

personnel to move to the assigned locations and
check the assigned tasks effectively through the
application check-in.
The solution meets the high security requirements of VakıfBank by using VPN connections
and encryption while also ensuring photos
captured by tablet device are not stored locally
to prevent attackers from acquiring them. DSA
application is integrated with the bank’s CRM
and DMS systems, loan and card systems and
other transactional systems, ensuring it supports
the bank’s omnichannel delivery strategy.
“DSA continues to contribute significantly to
the profitability of our bank, delivering a return
on investment in a very short time,” said Keskin.
“The integration of technology in sales and marketing activities has had a positive impact on our
brand and has grown our retail banking market
share. DSA also drove the digitalisation of our
retail loans, which are now 100% digital, meaning

that our retail loan process is eight times faster
and does not require paper anymore.”
By implementing a proactive approach, the
bank has processed over 600,000 new applications for different products, a customer segment
that might otherwise be left to the competition.
“We are now able to monitor, manage and
support our sales agents and portfolio managers visiting our clients more effectively.
Our agents aren’t waiting for local customers
to come to the branch occasionally. They’re
going after these customers where they work
and increase the customer engagement,” said
Mehmet Serhat Keskin, customer relationship
manager at VakıfBank. “We wanted to ensure
transactions could be made without the need of
visiting the branch. Now, the DSA can deliver
enhanced banking services across the country
in line with our vision ‘We’re here where you
need us to be’.”
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O P E N
for innovation

It’s time for a new way to write, deploy and consume
financial software. At Finastra we’ve done just that,
by developing a platform that’s open, secure and agile.
It lets you integrate new technology seamlessly –
bringing new products to market more quickly and with a
better customer experience.
As we say, it’s innovation with unlimited potential.

Join us at

finastra.com

