P U B L I C S E C TO R

The combined pressures of an aging population,
restricted budgets and a shortage of qualified
personnel means that any health organisation
looking to improve patient experience and outcome
is facing a challenge.
Microsoft platforms and the products and services
of its healthcare partners can offer a firm base to
improve patient experiences, empower employees
and enhance service delivery. We find out where the
wins are to be found in the pages that follow.
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technology
revolution

Health organisations worldwide face restricted budgets, growing patient demand and
personnel constraints. Technological innovations can improve patient experiences and
outcomes, but only if providers can resolve issues around trust and privacy
BY MICHELE WIT THAUS

H

ealthcare providers in the early 21st century
enjoy unprecedented benefits from technological advances but struggle with multiple
challenges around finances, service delivery and
staffing. Data is at the heart of these challenges,
says Elena Bonfiglioli, regional business lead,
Health and Life Sciences, Microsoft. “Three key
issues that are top of mind for health authorities
today are Data Commons, data interoperability,
and the need to balance data privacy and security
with the innovation potential of extrapolating data
at population or individual level.”
A key factor holding back the transformation of
health systems is that health and patient data have
been locked away in numerous silos, limiting the
ability to combine and leverage data to drive innovation, says Bonfiglioli. “The causes are partly
technical, with divergent systems holding data in
formats that are not easily used by other systems,
and partially based on outdated laws and policies.
There are significant privacy and trust issues that
need to be overcome before we can effectively leverage large ecosystems of data for broader uses.”
Microsoft’s recent ‘Healthcare, artificial intelligence, data and ethics: a 2030 vision’ report
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identified the need for a foundation of trust and
communication of the benefits that broader use of
patient data is already delivering. “Linked to this,
the use of artificial intelligence (AI) in the healthcare context is already raising a series of important
societal and ethical questions which we will need
to address now,” says Bonfiglioli. She regards this as
critical to ensure respect for existing norms as well
as the development of norms for emerging issues.
Bonfiglioli believes that Microsoft has an
important role to play in this debate. “We are
confident that these new technological developments can be harnessed for social good, to deliver
unprecedented improvements in many aspects
of our healthcare. But we also understand our
obligation to play a role in the important conversations that must take place if we are to balance
new opportunities with established and emerging social norms and regulatory frameworks.”
In this respect, she argues that Data Commons
is an emerging need for health organisations, to
allow for new approaches to data-sharing and
governance, “built upon open and interoperable
data platforms uniquely equipped to accelerate
research and advance science.”

H E A LT H C A R E

Moving data to the cloud is a crucial part of
modern health information management, but
trust in the cloud is under continuing pressure. A
recent report by Cloud Security Alliance (CSA),
‘Treacherous 12 Threats to Cloud Computing’,
listed data breaches among the top cloud threats,
specifically breaches caused by system vulnerabilities, malicious insiders, and shared technology vulnerabilities.
Microsoft is engaged in several initiatives to
address these concerns, says Bonfiglioli. “In
November 2017, in an effort to facilitate greater
sharing of the many questions around key health
issues, we convened a year-long consultation
with a series of discussions with stakeholders
across Europe. The goal was to exchange practical

ideas on the design of a European framework
that maximises the benefits to all from the use
of health data. We have also drawn from our collaboration with the European Cloud in Health
Advisory Council to advocate for an environment
which allows healthcare institutions and patients
to reap the benefits of data-driven health care.”
The rise of digital devices in healthcare is part
of an ongoing shift in public health management.
According to a study by Transcend Insights, 64%
of patients use a digital device to manage their
health, forcing providers to rethink their strategy
for patient engagement. Microsoft and Innofactor
worked with HUS in Finland to develop a digital twin of a hospital, servicing 1.6 million people across 20 specific conditions. Patients were

“We are confident that these new technological
developments can be harnessed for social
good, to deliver unprecedented improvements
in many aspects of our healthcare”
ELENA BONFIGLIOLI
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treated remotely with digital tickets prescribed
by the doctor, with symptoms navigators, virtual
consultations and remote monitoring.
“The intelligent cloud and the intelligent edge
have a lot to offer to the health sector, as well
as to the transformation of other sectors,” says
Bonfiglioli. “As the physical and virtual worlds
are increasingly interwoven, more powerful
and ubiquitous computing will power seamless
experiences that are distributed, event-driven,
and serverless. In 10 years, everyday devices
will be connected – smart devices that can see,
listen, reason, predict and more, without a 24/7
dependence on the cloud.”
The need for data security is growing as advances
in machine learning capabilities and modern
cloud computing platforms fuel the development of health applications of AI. “Microsoft
Azure became the first cloud platform to enable
new data security capabilities that protect customer data while in use,” says Bonfiglioli. “The
Azure team, alongside Microsoft Research, Intel,
Windows, and our Developer Tools group, have
been working together to bring Trusted Execution
Environments (TEEs) such as Intel SGX and
Virtualization Based Security (VBS - previously
known as Virtual Secure mode) to the cloud.”
Many companies are moving their mission
critical workloads and data to the cloud, drawn
by the security benefits that public clouds provide, she says. “Azure Confidential Computing
is aimed at protecting data while it’s processed in the cloud. It is the cornerstone of our
‘Confidential Cloud’ vision.”
Healthcare delivery using bots is on the rise
in today’s data-rich environment, creating a
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seamless link between patients and health service
providers. “Microsoft Healthcare Bot service offers
Conversational AI for Healthcare that is built especially for the healthcare industry, “ says Bonfiglioli.
“The service is designed to empower healthcare
organisations to build and deploy AI-powered virtual health assistants and chatbots that help them
improve processes, enable self-service to users and
reduce costs. It can be applied to scenarios like triage and information intake, based on built-in medical protocols, or own protocols.”
Early initiatives are already showing impressive
results. At Karolinska, a leading Swedish hospital, Sigma and Microsoft developed a tumourboard solution leveraging Teams-based care
coordination scenarios, allowing doctors to take
faster and better informed decisions before performing pancreatic cancer surgeries, leveraging

“Many companies are moving their
mission critical workloads and data
to the cloud, drawn by the security
benefits that public clouds provide”
real-time info from electronic medical records,
real life videos from patients, images and more.
“In a different scenario, Merck researchers
interact hands-free with a smart Bot to call up
standard operating procedures and compliance
requirements in the lab without ever taking their
sight off the task at hand and being more efficient
to troubleshoot and solve problems in real time.”

H E A LT H C A R E

VIEWPOINT

Automating patient services
Tomasz Sagal from Blue Prism describes how a British hospital group used
automated processes to tackle multiple issues
Healthcare organisations worldwide must reduce costs
and streamline processes while also maintaining an
excellent level of patient care and service. University
Hospitals Birmingham NHS Foundation Trust (UHB) is
no exception.
As the leading university teaching hospital in
the West Midlands, UK, UHB is one of the most
consistently high-performing trusts in the National
Health Service (NHS) and has been rated ‘excellent’ for
both financial management and quality of clinical and
non-clinical services. More than half a million patients
receive services every year – from a single outpatient
appointment to heart transplants.
UHB is known as a highly innovative trust and
introduced the first patient self-administration kiosk in
an NHS Trust hospital, using Blue Prism’s RPA platform to
successfully integrate with the National Programme for
IT (NPfIT) Patient Administration System (PAS). Using selfservice process automation and integration technology,
Steve Chilton, director of IT Services at UHB, wanted
to build on that success and identify new initiatives for
process automation and integration throughout the trust.
The hospital took advantage of Blue Prism’s product
configuration and delivery accreditation programme

The integration of bots in traditional healthcare systems leads to optimised clinical operations by coordinating people and assets more
efficiently, enabling employees to respond to
issues in real time and solve them pre-emptively,
Bonfiglioli says. “It’s transforming the care continuum and enabling precision medicine by
embedding technology and tools directly into
services to enable higher quality of care and
lower per capita costs.”
Partnership is central to the Microsoft business
model for health, which engages with 12,000
health partners and over 168,000 customers.
“Through partnership we can build on economies of scale with platforms, data, and creating a collective knowledge,” says Bonfiglioli.
“Microsoft is transforming healthcare by developing innovative, patient-centric technologies
and cloud-based services to improve access and

and trained its staff to develop an in-house Blue
Prism Center of Excellence. Since then, it has initiated
multiple automation projects that have improved
patient services and contributed to overall efficiency,
including:
• Outpatient appointment outcomes
• Choose and book document downloads
• NHS jobs data transfer
• HR portal staff record downloads
• Loading testing and system monitoring.
Employing an automation strategy has paid off for
UHB, with more than 220,000 hours saved per year;
improved processes for document reconciliation
accuracy, product delivery and patient care; reduced
risk for data compliance; increased productivity; and
even a top line impact, thanks to increased data
insights. “Blue Prism has proven to be fundamental
in enabling us to improve patient service, reduce
operational costs, and speed up key processes without
compromising accuracy,” says Chilton.
Tomasz Sagal is Blue Prism’s director,
Public Sector in EMEA

patient outcomes while protecting privacy and
meeting compliance standards at every step of
the patient journey.”
But this checklist of positive outcomes will not
happen without the right conditions in place. “The
first step is to make sure organisations invest in the
right underlying technology foundation,” she says,
citing the establishment of appropriate data stewardship as an essential step in this regard, accompanied by enabling the platform infrastructure in
the cloud, and embracing a ‘cloud first’ policy.
“This is about trust as gatekeeper to innovation
that saves lives,” says Bonfiglioli, “focusing on
experiences, not the digitisation of processes but
imagining new processes altogether as trusted
online experiences that put the person at the centre. After all, it is about people: citizens, patients,
clinicians, researchers and their stakeholders. It
is about us and new ways of doing things.”
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VIEWPOINT

Transforming healthcare
with the cloud
GUY LUCCHI: DXC TECHNOLOGY

Specialised digital health platforms that run on Microsoft Azure and support
industry-wide integration have the potential to improve the end-to-end
healthcare experience for patients

W

hat if patients could manage their
healthcare experience in the same way
that travellers can use one application
to book their entire vacation? Just as one can
reserve everything from flights to trip insurance
and hotels, a patient could use an integrated
application to make a doctor’s appointment,
order medication or book surgery.
For this to be possible, patients must be able
to share personal medical data across healthcare providers via any device at anytime from
anywhere, but always in a tightly governed and
secure manner.

“Cloud makes it possible to
transform the patient experience
and empower caregivers”
Unfortunately, this experience is unattainable for
most consumers because healthcare data is locked
in legacy systems that sit in organisational silos
across disparate providers, making it impossible
for stakeholders to access essential data. If, for
example, a diabetes patient needs urgent access
to insulin outside of normal doctors’ hours, they
usually have to visit an emergency centre. This
is inconvenient for the patient and costly for the
healthcare system. A better alternative would be
for the patient to give pharmacists controlled onetime access to his or her records, so they could
receive their prescription. The patient is happier
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and there’s no excess cost – a crucial win in an age
where people are living longer with more expensive illnesses but have less time to share medical
information with providers.
A healthcare provider can move towards this
goal, but transforming a single organisation isn’t
enough. The above diabetes scenario would be
impossible if the healthcare provider couldn’t
share the data with the pharmacy. Instead, there
needs to be a secure, compliant, integrated digital transformation across the broader health,
social and economic network. This is now possible with specialised digital health platforms that
run on cloud platforms such as Microsoft Azure.
Cloud uses software-defined and purpose-built
technology to provide greater flexibility and
security when managing data exchange processes. It also enables organisations to leverage
technologies such as machine learning, artificial intelligence and voice integration to provide greater capabilities than those commonly
available today.
DXC Technology is collaborating closely with
Microsoft and combining the Microsoft Azure
cloud platform with relevant healthcare insights
to create new healthcare solutions that meet the
needs of patients and healthcare providers, while
ensuring data security and regulatory compliance.
Cloud makes it possible to transform the patient
experience, empower caregivers and deliver
important savings to the healthcare system.
Guy Lucchi is the cloud portfolio director for
Healthcare and Life Sciences at DXC Technology

EVENT

E D U C AT I O N

How Bett is
changing education
Bett will bring together technology leaders to share the best
examples of how technology is making its mark in the classroom

C

hildren increasingly see the world through
touchscreens, smartphones and social
media. Yet popular estimates suggest the
jobs which 65% of children entering primary
school today will have don’t even exist yet – a
statistic that’s exciting and creates new challenges.
The task of helping to prepare students for a
rapidly evolving world is considerable, but educators can find both inspiration and practical
solutions at Bett, the biggest annual event in the
world dedicated to education technology.
It features more than 800 suppliers including tech giants such as Microsoft, Google and
Lenovo through to new brands or launches
such as Brainbox Games Limited which will be
launching its flagship app Magic Spell; 2Simple,
which is helping teacher workload pressures
with its award-winning observation capture
app; startup Blutick which is changing the way
students learn Maths online; and Edutapp which
will show how it is revolutionising staff training.
Complimenting the tech are the industry
experts and practitioners with inspiring stories
and practical advice which helps cut through
the mass of information and options out there
on the use of technology in education. A fourday programme includes speakers such as: Sarah
Herrlinger, director of Global Accessibility
Policy and Initiatives at Apple; Sir Anthony
Seldon, vice-chancellor at the University of
Buckingham; Mitchel Resnick, LEGO professor of Learning Research at the Massachusetts
Institute of Technology Media Lab and online
influencer Mr P.
Add to the mix school leaders and teachers
who speak from real-life experiences of implementing and harnessing education technology,
providing valuable insights to both fellow practitioners and development companies alike. The

community of educators and innovators that
attend Bett each year are bringing the future
of learning to life, with all its excitement and
vibrancy. These conversations will help educators not just imagine the upcoming careers
of their students, but really get to grips with
how to prepare them for a very different world.
Everyone has a role to play and Bett provides the
world’s largest platform for the education community to come together and make a real difference to the future of education.
Bett is taking place from 23-26 January
at Excel London, UK
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PROFILED: ST JOHN AMBULANCE

Supporting
the support
workers
UK charity is using a Microsoft Dynamics 365 CRM solution from eBECS to
transform how it manages interactions with customers and volunteers

F

ounded in 1877, St John Ambulance is a charity led by a team of highly trained volunteers
that helps people during medical incidents
and emergencies at events across the UK. The
organisation also supports the UK’s National
Health Service by responding to some 999 calls,
as well as transporting patients safely. Every year,
volunteers also teach life-saving skills to around
500,000 people through first aid training in
schools, workplaces and the wider community.
Each week, the customer service department
at St John Ambulance receives around 5,000
incoming e-mails from customers – including
requests for information, bookings for first aid
and workplace safety courses, and orders for the
replenishment of first aid supplies. Traditionally,
these e-mails were manually routed to the
appropriate teams or individuals within the
60-strong customer service team, but this was
time consuming.
“Basically, we were ‘eyeballing’ every single
incoming e-mail and manually forwarding it
to the right person,” says Simon Wyatt, St John
Ambulance project manager. “There had to be a
better way.”
As an organisation, St John Ambulance had
tended to standardise on the Microsoft technology stack, so it asked Microsoft for recommendations regarding prospective partners who
could help in identifying and implementing an
appropriate solution.
“We’d already reached the conclusion that it
was likely that we were talking about a solution in the shape of customer relationship
management (CRM) system and that a likely
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outcome might be Microsoft Dynamics CRM,”
Wyatt explains. “The challenge lay in constructing and configuring a system that would
maximise the benefits that we could extract
from the investment.”
Seven prospective partners responded to
St John Ambulance’s initial request, but after
careful evaluation, the organisation chose a
Microsoft Dynamics 365 CRM solution implemented and configured by eBECS, a DXC
Technology company.
“We liked the thoroughness and accuracy of
eBECS’ responses, we were impressed by the
calibre and responsiveness of the eBECS individuals who we met, and we were reassured and
impressed by their ability to describe to us how
Microsoft Dynamics 365 CRM would work with
the rest of our IT infrastructure,” comments
Wyatt. “On the attributes that we were looking
at, eBECS scored consistently highly.”

“The benefits couldn’t be clearer
– much higher efficiencies, better
control and a transformed
customer experience”
The project began with a discovery and planning workshop, where the eBECS team worked
with St John Ambulance stakeholders to flesh
out a detailed specification and then construct
an implementation timetable.

P U B L I C S E C TO R

“As an implementation approach, we found
this two-stage process to be incredibly useful,” says Wyatt. “Not only did it serve as
a 
confidence-building exercise, but it also
resulted in the delivery of a detailed specification that nailed down the scope and cost of the
project. We could see, demonstrated for us, a
rough solution that would give us an idea of
the ‘look and feel’ of the end solution, and at
the same time, we knew exactly what it would
cost to put it in place.”
eBECS designed the simple and robust solution to deliver solid functionality from outof-the-box Microsoft Dynamics 365 CRM
capabilities. This minimised risk and costs,
while still delivering a highly accessible system that would have a significant impact on
the organisation.

Since the system went live in June 2018, users
have reaped the benefits.
“Obviously, we’re saving a lot of time by not having to sort and allocate all our incoming e-mails,”
says Wyatt. “But there’s also more control because
all our customer contacts are in one place, rather
than in different inboxes, and it’s possible to quickly
see the status of a case at a glance. Consequently,
there’s better case ownership and it’s possible to
readily identify who has ‘touched’ a case and what
they have done. There’s a lot more accountability.”
Reporting has also been transformed, with
real-time reports and dashboards proving
instant insight into service levels, case loads and
response times.
“The benefits couldn’t be clearer – much higher
efficiencies, better control and a transformed
customer experience,” concludes Wyatt.
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Why AX for Pharma
Dynamics 365
Pharmaceutical companies all over the world are choosing AX for Pharma Dynamics 365
thanks to its unique capabilities designed specifically for their needs

S

imple to use, Microsoft Dynamics 365 is
an enterprise resource planning (ERP)
business solution that integrates core
business functions across an organisation to
support industry-specific and operational processes. The platform can be hosted by a partner,
deployed in the cloud or implemented on-premises and offers flexibility, cost effectiveness and
security. It connects with key Microsoft products, such as Outlook, Windows Server and
Exchange Server, while the cloud version also
integrates with Office 365, Skype for Business,
SharePoint, Power BI and PowerApps. It’s easy
to see why Dynamics 365 is at the crux of the
AX for Pharma pharmaceutical solution.
AX for Pharma Dynamics 365 (D365) is
designed to meet the full range of ERP needs
of pharmaceutical and life sciences companies
who want to manufacture high quality products in the most streamlined, cost-effective and
compliant way possible. The solution has integrated systems for laboratory information management and manufacturing execution, as well
as functionalities for advanced batch and subbatch management, batch numbering, shelf-life
date tracking and much more. Hence, the commercial off-the-shelf solution makes it easy for
companies to manage the processes involved
in producing and distributing medications. It
also enables them to comply with current Good
Manufacturing Practice (GMP) regulations, US
Food and Drug Administration requirements
and other guidelines.
Weighing and dispensing ingredients precisely is a critical part of the manufacturing
process. Consequently, AX for Pharma D365
has a Weighing & Dispensing module, which
simplifies tasks while enabling manufacturers
to retain a high level of control and visibility
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throughout the process to ensure traceability
and regulatory compliance. Dispensing requests
can be linked to production picking lists and
lab technicians can use integrated electronic
scales and barcode devices to accurately calculate and dispense the right quantity of ingredients. Pharmaceutical manufacturers can also
create instructions for lab technicians to refer
to during the weighing and dispensing processes to prevent cross-contamination, safely
handle products
Meanwhile, the Basic Pharma (BPH) module
plays a crucial role in helping pharmaceutical companies comply with global legislation,

PHARMACEUTICALS

which demands that each individual product is
tracked as it passes through the supply chain.
It supports logistics processes by offering users
extensive capabilities for tracking samples,
batches and containers; configuring specific
storage conditions for each drug product;
and for automatically printing labels. In addition, the Advanced Warehouse Management
(AWM) module provides warehouse operators
with mobile-friendly access to real-time information about inventory and the status, shelflife and handling instructions for containers.
Quality management and quality control is
essential throughout every phase of the pharmaceutical manufacturing process – without it, companies are at risk of producing
non-compliant products that may be unsafe
for human consumption. Typically, companies
have to invest significant time, resources and
money to implement add-on solutions to their
ERP system to meet GMP guidelines, regional
and international regulations, and customer
requirements. However, AX for Pharma D365
users have access to all the comprehensive

tools they need via the Advanced Quality
Management module.
The module provides extended item and subbatch testing and sampling capabilities, as well
as tools to validate and review quality orders.
Users can also print GMP-critical Certificates of
Analysis/Conformity by item, customer, country,
manufacturing site and analysis type to prove that
products comply with customers’ requirements.
In addition, the AX for Pharma D365 platform allows pharmaceutical manufacturers to
create approved vendor and manufacturer lists,
and electronic signatures that comply with US
Food and Drug Administration requirements.
Together, all the modules and functionalities
within AX for Pharma D365 empower pharmaceutical companies to gain a full overview, and
complete control, over their entire manufacturing, warehouse and distribution, and supply
chain processes. This streamlines processes,
reduces human error and helps companies to
develop, manufacture and distribute safer drug
products in a faster and more cost effective and
compliant way.
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Move forward with a fully integrated
solution for the Pharmaceutical industry
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AX for Pharma: a complete package that combines
proven software and expertise from a trusted advisor.
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• The AX for Pharma validation toolkits. They include functional
documentation and testing protocols that support and simplify
the validation process.
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• AX for Pharma, built on Microsoft Dynamics 365. This industrytailored, integrated ERP solution enables to carefully monitor
processes from research and development to sales, planning,
purchasing, production, inventory & warehouse management,
and quality management.
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AX for Pharma is the solution. Our software is designed to meet
the full range of needs for pharmaceutical companies, minimize customizations and implementation challenges, and provide proven
expertise from a trusted advisor. The complete package includes:
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Pharmaceutical companies face challenges that go well
beyond standard Enterprise Resource Planning (ERP), including complex operations, advanced project and quality management,
and compliance with stringent regulatory requirements. Too often,
companies spend excessive amounts of time and money struggling to
build and customize a system that meets their needs while achieving
FDA validation.
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• Industry-specific expertise and best practices.
• Proven software and expertise from a trusted advisor.

KEY BENEFITS
Meet business and industry
needs with a single solution
AX for Pharma combines Microsoft
Dynamics 365 with industry-specific solutions such as: Manufacturing Execution System,
Advanced Quality Management,
Enterprise Asset Management.

Advanced Quality
Management
Advanced Quality Management
includes: quality orders, sampling
plans, reduced testing, acceptance

criteria, trending, certificates of
analysis/conformance, stability
studies, configurable approval
workflows, and electronic
signature.

Weighing and Dispensing
Weighing and Dispensing can
provide the information to resolve
issues like: weighing tolerances,
operator training needs, material
hazard warning messages,
suggested container size and
quantity, and weigh-scale
calibration requirements.

GMP Plant Maintenance
GMP Plant Maintenance fully
integrates with Microsoft
Dynamics 365 and allows users to
manage and track plant and
equipment maintenance for
machinery, scales, instruments
and other critical assets.

Comply with GxP
guidelines, 21 CFR Part 11
and EU Annex 11
Achieve full compliance with
international regulations. Drive

consistent compliance by tracking
GMP operations such as lot status,
work order processing, batch
release, and quality control
approvals.

Advanced Warehouse
Management
The Advanced Warehouse
Management module integrates
with Microsoft Dynamics 365 to
support the needs of highly-regulated logistic processes.

www.axforpharma.com

